Computer Forensic Chain of Custody Form
Use one form per evidence item; attach additional pages as needed.

A chain of custody is the documented history of evidence handling—who collected an item, when and where it was collected, how it was packaged and stored, and each transfer of control. A clear record helps support defensibility by showing continuity, controlled access, and integrity safeguards (e.g., seals, photos etc.)
1) Case / Matter Information
	Case / Matter Name
	

	Case Number
	

	Requesting Party (Client / Attorney / HR)
	

	Investigating Agency / Company
	

	Primary Contact (Name / Phone / Email)
	

	Legal Authority / Consent Basis
	Consent / Warrant / Subpoena / Court Order / Other: 

	Collection Location
	

	Time Zone for this Form
	e.g., America/New_York (UTC-05:00)

	Notes / Constraints
	e.g., deadlines, protective order, scope limits



2) Evidence Item Information (Computer / Drive / Media)
	Evidence Item #
	e.g., E-001

	Item Type
	Laptop / Desktop / Server / External HDD / SSD / USB / SD Card / Other

	Make / Model
	

	Serial Number / Asset Tag
	

	Hostname / Device Name
	

	Operating System (if known)
	

	User(s) / Profile(s) of Interest
	

	Observed Power State at Collection
	Off / On / Sleep / Unknown

	Encryption Observed
	BitLocker / FileVault / VeraCrypt / Unknown / Not Observed

	Condition
	Intact / Damaged (describe) / Other

	Accessories / Peripherals Collected With Item
	Charger, cables, docks, external media, dongles, etc.

	Photographs Taken (file names)
	



3) Collection Documentation Checklist
Check each item that applies. Use the Notes field to document anything unusual or any deviations from policy.
[ ] Photographed device in place before moving (front/back/sides and surroundings).
[ ] Documented screen state (if on), logged-in user, and any visible prompts (e.g., encryption, password).
[ ] Recorded connected peripherals (USB devices, external drives, network cables, adapters).
[ ] Recorded visible identifiers (serial numbers, asset tags, drive labels).
[ ] Documented system date/time shown on screen (if visible) and time zone context.
[ ] Minimized interaction with the device prior to preservation.
[ ] If live response was necessary, documented scope and rationale (see Section 6).

4) Packaging, Seals, and Physical Integrity
	Packaging Type
	Evidence bag / Box / Anti-static bag / Other

	Anti-Static Protection Used
	Yes / No / N/A (explain)

	Tamper-Evident Seal Number(s)
	

	Sealed By (Name / Title)
	

	Date/Time Sealed (TZ)
	

	Seal Condition at Time of Transfer
	Intact / Broken / Resealed (explain below)

	Reseal Record (if applicable)
	Date/Time, Reason, New Seal #, Person: 

	Notes
	



5) Storage and Access Control
	Stored At (Location)
	Evidence locker / secure room / safe / other

	Storage Container ID
	Locker # / Shelf # / Bin ID

	Access Restrictions
	Who is authorized? How is access controlled?

	Evidence Custodian (Name / Title)
	

	Condition When Placed in Storage
	Seal intact? Packaging condition?

	Notes
	





7) Transfer / Custody Log (Record Every Custody Change)
Record every release/receipt event, including transport, storage moves, imaging handoffs, and court transfers. Use additional pages as needed.
	Item #
	Date/Time (TZ)
	Released By (Name / Signature)
	Received By (Name / Signature)
	Purpose
	From (Location)
	To (Location)
	Seal Status / Seal #
	Notes

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	




9) Examiner / Custodian Notes and Exceptions
Document any deviations from standard handling, known issues (damage, missing parts), or items not collected.
	

	

	

	

	

	




Disclaimer: This template is provided for educational and documentation purposes only and does not constitute legal advice. Procedures and requirements vary by jurisdiction, court, agency, and organizational policy. Consult qualified counsel and/or your organization's policy before use.
