


Mobile Device Chain of Custody Form
(Cell Phone Forensics - Sample Template)

1) Case / Matter Information
	Case / Matter Name
	

	Case Number
	

	Client / Agency
	

	Primary Contact (Name / Phone 
	

	Collector / Examiner Name
	

	Collection Location
	

	Date/Time Collected 
	

	Legal Authority (Consent / Warrant / Order ref.)
	

	Incident Date Range (if known)
	

	Notes
	



2) Evidence Item Identification (Mobile Device)
	Evidence Item #
	

	Item Type
	

	Device Make
	

	Device Model
	

	Color / Identifying Marks
	

	Storage Capacity (if known)
	

	Operating System
	

	OS Version (if visible)
	

	Serial Number
	

	IMEI 1
	

	IMEI 2 (if applicable)
	

	MEID (if applicable)
	

	ICCID (SIM Card ID, if present)
	

	EID (eSIM, if applicable)
	

	Phone Number (MSISDN, if known)
	

	Carrier / Provider
	




3) Condition & Security State at Intake
	Power State Observed
	On / Off / Unknown: 

	Screen State
	Unlocked / Locked / Unknown: 

	Screen Lock Type
	PIN / Passcode / Pattern / Biometrics / Unknown: 


	Passcode Available to Examiner?
	Yes / No / Unknown:

	AFU/BFU State 
	AFU / BFU / Unknown / N/A: 


	Lock State (if applicable)
	Unlocked / Locked / Unknown / N/A:

	Airplane Mode Status
	On / Off / Unknown: 


	Cellular Radios
	Enabled / Disabled / Unknown: 


	Wi-Fi
	Enabled / Disabled / Unknown: 


	Bluetooth
	Enabled / Disabled / Unknown: 


	Location Services
	Enabled / Disabled / Unknown: 


	Personal Hotspot / Tethering
	Enabled / Disabled / Unknown: 


	Find My iPhone / Find My Device
	Enabled / Disabled / Unknown: 

	Notifications Visible on Lock Screen
	Yes / No / Unknown: 

	Battery Level (approx.)
	

	Date/Time Displayed on Device (if visible)
	

	Time Zone (if visible)
	

	Physical Condition (damage, wet, missing parts)
	




4) Packaging, Isolation, and Seals
	Faraday Bag Used?
	Yes / No / Unknown: 


	Faraday Bag Make/Model (if known)
	

	Faraday Bag ID / Label
	

	SIM / SD Card Removed?
	Yes / No / Unknown: 

	If removed: packaged as separate evidence ID(s)
	

	Evidence Bag / Box Type
	

	Tamper Seal Number(s)
	____________________________________________

	Seal Status at Intake
	Intact / Broken / Not sealed: 

	Photographs Taken? 
	

	Additional Notes
	


Quick Intake Checklist (recommended)
☐ Photograph the device from all sides and document visible identifiers (make/model/labels).
☐ Document power state and lock state; note AFU/BFU (iOS) or Android lock status if known.
☐ Minimize changes; consider Faraday isolation when appropriate to prevent remote access/wipe.
☐ If the device is ON and collection policy allows: document Airplane Mode status before making changes.
☐ Document SIM/eSIM status; package removed SIM/SD cards as separate evidence items if applicable.
☐ Record seal numbers and storage location immediately after packaging.


6) Custody Transfer Log (record EVERY custody change)
Attach additional pages as needed.
	Item #
	Date/Time 
	Released By (Print/Sign)
	Received By (Print/Sign)
	Purpose
	Notes

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	





Disclaimer: This is a sample chain of custody template provided for educational and documentation purposes only. Requirements vary by jurisdiction, agency policy, and court expectations. Elite Digital Forensics provides no legal advice. Use and modify as appropriate.
